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Abstract   Web Services are considered a new paradigm for building software ap-
plications that has many advantages over the previous paradigms; however, Web 
Services are still not widely used because service requesters do not trust services 
that are built by others. Testing can be used to solve part of this problem because 
it can be used to assess some of the quality attributes of Web Services. This chap-
ter proposes a framework that can be used to test the robustness quality attribute of 
a Web Service. This framework is based on analyzing the Web Service Descrip-
tion Language (WSDL) document of Web Services to identify what faults could 
affect the robustness attribute and then test cases were designed to detect those 
faults. A proof of concept tool has been implemented and experiments carried out 
that show the usefulness of this approach. 

1 Introduction 

Web Services (W3C, 2004b) are considered a new paradigm in building software 
applications; this paradigm is based on open standards and the Internet. Web Ser-
vices facilitate the interconnection between heterogeneous applications since it is 
based on XML open standards that may be used to call remote services or ex-
change data. Web Services are considered an implementation or realization of the 
Service-Oriented Architecture (SOA) (Singh & Huhns, 2005), which consists of 
three roles: Service Requester (Consumer), Service Provider, and Service Publisher 
(Broker). To implement SOA, Web Services depend on a group of XML-based 
standards such as Simple Object Access Protocol (SOAP), Web Service Descrip-
tion Language (WSDL) and Universal Description, Discovery and Integration 
(UDDI). A problem that limits the growth of Web Services is the lack of trustwor-
thiness by the requesters of Web Services because they can only see the WSDL 
document of a Web Service, but not how this service was implemented by the 
provider. 

An example of using a Web Service is when building an application that needs 
to get information about a book (e.g., price and author) given the book’s ISBN. 
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Amazon provide a Web Service (see Cornelius, 2003) to fulfill this requirement 
and using the approach in this chapter it can assess how robust the service is be-
fore using it. 

Software Testing is mainly used to assess the quality attributes and detect 
faults in a software system and demonstrate that the actual program behavior will 
conform to the expected behavior. Testing techniques can be divided into black 
box and white box depending on the availability of the source code; if test data are 
generated depending on the source code, then a testing technique belongs to white 
box, while if the source code is unavailable, then a testing technique belongs to 
black box. 

This chapter’s approach of Web Services testing assumes that the tester only 
have the WSDL document of the Web Service under test and not the source code, 
for this reason black box testing techniques will be used. Testing can be used to 
solve part of the problems of Web Services trustworthiness; by assessing the qual-
ity attributes of a Web Service under test, the confidence of the requesters of this 
Web Service will increase or decrease according to the test results. It will also 
help the requesters to choose between Web Services doing the same task. How-
ever, Web Services testing still face many problems like unavailability of the 
source code to the requesters and that the traditional testing techniques do not 
cope with the new characteristics introduced by Web Services standards (Zhang & 
Zhang, 2005). This chapter introduces an approach to solve part of these prob-
lems, which is based on analyzing WSDL documents in order to generate test 
cases to test the robustness quality attribute of Web Services. 

Testing has special importance for systems that are assembled from many 
components (Dix & Hofmann, 2002), Web Services application are dynamically 
assembled or composed from many different Web Services, which makes testing 
very important in Web Services application in order to gain more confidence of 
the quality attributes to each Web Service in the composition. This chapter focuses 
on testing the robustness quality attribute of Web Services only and it solves the 
problem of unavailability of the source code to the application builder by making 
the testing process depends on WSDL only. Robustness is a sub-attribute of reli-
ability, and to assess how reliable a Web Service is, other sub-attributes of reli-
ability such as fault tolerance should also be assessed. 

This chapter has the following main contributions: 

• Finding a method for automatic generation of test cases to assess the robust-
ness of Web Service. This method can also be enhanced to assess other quality 
attributes. 

• Finding how WSDL can help in detecting faults that may affect the robustness 
quality attribute of Web Services. 

• Analyzing what traditional black box testing techniques can be used to test a 
Web Service’ robustness depending on WSDL only. 
 
This chapter is organized as follows: Section 2 discusses the related work. Sec-

tion 3 will introduce a model for Web Services robustness testing, Section 4 will 
describe the process of test data generation, Section 5 will discuss how the tool for 
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Web Services robustness testing was implemented and also the evaluation of this 
tool, and finally Section 6 discusses the conclusion of this research and provide  
future research paths. 

2 Related Works 

There are many research papers concerning Web Services testing, but the closest 
to the research presented in this chapter are summarized below. 

Zhang and Zhang (2005) stated that there is lack of technologies for Web Ser-
vices verification and that the current testing techniques cannot merely be applied 
to Web Service. They discussed an approach to test the reliability attribute of a 
Web Service. 

Bloomberg (2002) lists a variety of desirable capabilities for testing Web Ser-
vices, such as: 

• Testing WSDL files and using them for test plan generation: using the infor-
mation in WSDL files to generate black box test plans. 

• Web Service requester emulation: emulating the requester of a Web Service by 
sending test messages to another Web Service and analyzing the results. 

Offutt and Xu (2004) used data perturbation, which is considered a black box 
testing technique to generate test cases for Web Service. They stated that most of 
the current testing tools for Web Services focus on testing SOAP messages, 
WSDL files, and requester provider emulation. 

Looker et al. (2005) used fault injection to assess the dependability of Web 
Services. 

Bai et al. (2005) used WSDL for test case generation. 
After analyzing how researchers tackled Web Services testing, we noticed that 

they focused mainly on testing the composition of Web Services using integration 
testing and few considered testing a single Web Service. Few researchers dis-
cussed the quality attributes and faults of Web Services. 

3 A Model of Web Services Robustness Testing 

The approach proposed in this chapter for Web Services robustness testing depends 
on analyzing: 

• WSDL documents to identify what faults may affect the robustness quality  
attribute of Web Services 

• What testing techniques can be used to detect those faults 
• How test data can be generated based on specific information inside WSDL 
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This analysis is then used to build rules for test data generation for Web Ser-
vices. Table 1 shows the schema for specifying these rules. Figure 1 describes the 
model of this approach to Web Services testing. The model describes all the com-
ponents that participate in testing the robustness quality attribute of Web Services 
and also how they are related to each other. Next, a brief definition of those com-
ponents and their relationships are given. 

Web Service is the service under test. WSDL is the contract or the specification 
of the Web Service under test. Operation is the operation element of the specific 
operation under tests. Input Message is the input message of the operation under 
test. Input Parameter is the parameters of the input message of an operation inside 
WSDL. XML Schema Datatype is the datatype specification of the input parameter 
to the WSDL operations. Middleware is an integration or connectivity software 
(Vinoski, 2002), using a middleware enables processes or services on different 
places (machines) to communicate. Fault is a defect or malformation in the system 
that may lead to a failure (Osterweil, 1996). Quality Attribute is the product char-
acteristics that meet the user needs or expectations whether explicit or not (Garvin, 
1984). Robustness, for the purposes of this research is defined as: the quality as-
pect of whether a Web Service continues to perform despite some violations of the 
constraints in its input parameters specification. Testing technique is a Software 
Engineering Technique that is used to detect faults and assess some of the quality 
attributes of a software system or application. After a survey of the traditional test-
ing techniques it was found that the testing techniques that can be used to assess 
robustness of Web Services and that can be applied to the information inside 
WSDL include: boundary value analysis (Jorgensen, 2002), equivalence partition-
ing (Myers, 1979), robustness testing (Jorgensen, 2002), syntax testing (Beizer, 
1990), and mutation testing (Voas & McGraw, 1998). Test Data Generation Rules 
are the rules that will be used for the test data generation for Web Services. Test 
Case, when the Web Service under test is invoked for the purpose of analyzing its 
response, then test data together with the response become a test case. Client Gen-
erator is the component that is responsible for building a client to the Web Service 
and invoking it using the test data. Response represents the reply from the Web 
Service, which is either a SOAP response or a SOAP fault message. Analyzer is 
the component that compares the response of the Web Service with the expected 
response that can be taken from the test case. Test Report is the result of the test. 

Researchers in the field of Web Services testing proposed other models for 
verification and test case generation for Web Services (Tsai et al., 2005). The 
model in Fig. 1 is different to these models in that it relates faults, quality attrib-
utes and the WSDL components in the rules for Web Services testing. 
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Fig. 1. A model of WSDL-based testing of Web Services 
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Table 1. Schema for the test data generation rules 

Attribute Type Description 

ID String Identifier or reference of the rule 
Fault Enum The fault that the test data suppose to detect 
Traditional Testing  
Technique 

Enum The traditional testing technique used in the 
rule, 
Testing_Technique::= BVA | EP | RT | MT | ST 
Where BVA = Boundary Value Analysis 
            EP = Equivalent Partitioning 
            RT = Robustness Testing 
            MT = Mutation Testing 
            ST = Syntax Testing 

Traditional test data  
generation rule 

String Description of how the test data is generated  
using the traditional testing technique choose 

Valid/Invalid Enum Whether the test data chosen are valid or not 

WSDL Component test data  
is based on 

Enum The WSDL component test data is based on 
which could be the input parameter datatype or 
the constraining facets for the input parameter 
datatype  

WS Datatype Datatype Defines the Web Service datatype of the input 
parameter tested. Where 
WS_datatype:: = String | Integer | Date and 
Time | Real | Boolean | null 

WS Test Datatype Datatype Defines the Web Service datatype of the test 
data which might be the same as the Web  
Service datatype or different 

WS test data Depends on WS 
Test Datatype 

Defines the actual data used for testing 

Expected output String Defines what is the expected response of SOAP 
message of the Web Service under test 

Quality attribute(s) assessed Enum Defines the quality attribute this test data aims 
to assess 

4 Test Data Generation 

Test data generation depends on the input parameters datatype and this section 
will explain how these datatypes and their constraints can be used to generate test 
data. XML Schema datatypes can be categorized as: built-in primitive (or derived 
from built-in primitive) simple datatypes, user-defined datatypes, and complex 
datatypes. Test data will be generated depending on which of these categories an 
input parameter belongs. 
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4.1 Generating Test Data for Simple Datatypes 

Designing test data for simple datatype is more difficult than designing test data 
for user-derived and complex datatypes because there are no constraining facets 
(CF) or other schema components that can help in designing the test cases. After 
analyzing the simple XML Schema datatypes that are used inside WSDL it was 
found that they can be categorized as: integer or derived from integer, string or 
derived from string, real (float, decimal, double), date and time or derive from 
date and time, boolean. Table 2 describes the test data generation process for sim-
ple datatypes, based on the rule schema in Table 1. 

4.2 Generating Test Data for User-Derived Datatypes 

User-derived datatypes are created by restricting a built-in (or derived from built-
in) datatype using constraining facets. The approach here for test data generation 
for this kind of datatypes depends on the base type (the datatype from which this 
datatype was derived) and the constraining facets (CF) (W3C, 2004a). Table 3 shows 

Table 2. Test data generation for simple datatypes 

ID WrongInput1 WrongInput2 WrongInput3 

Fault Wrong input datatype 
 Null replacement 

Wrong input datatype 
 Integer replacement 

Wrong input datatype 
 Real replacement 

Traditional Testing 
Technique 

EP & MT EP & MT EP & MT 

Traditional test data 
generation rule 

Replace the input pa-
rameter with Null  

Replace the input pa-
rameter with Integer 

Replace the input pa-
rameter with Real 

Valid/Invalid Invalid Invalid Invalid 

WSDL Component test 
data is based on 

Operation input mes-
sage parameter’s 
datatype 

Operation input mes-
sage parameter’s 
datatype 

Operation input mes-
sage parameter’s 
datatype 

WS Datatype String/Integer/Date 
and Time/ Real/ Boo-
lean 

String, Date and Time, 
Boolean 

Integer, String, Date 
and Time, Boolean 

WS Test Datatype Null Integer Real 
WS test data Null Random Integer Random Real 

Expected output Fault message with 
proper fault string 

Fault message with 
proper fault string 

Fault message with 
proper fault string 

Quality attribute(s) as-
sessed 

Middleware/Service 
Robustness 

Middleware/Service 
Robustness 

Middleware/Service 
Robustness 

the rules for generating test data for a combination of base type and their CF. For  
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Table 3. Test Data Generation for User-derived datatypes 

ID WrongRange1 WrongRange2 NotInList1 

Fault Wrong range Below 
lower bound 

Wrong range  Above 
upper bound 

Item not in list 

Traditional Testing 
Technique 

RT RT EP 

Traditional test data 
generation rule 

Select test data below 
lower bound 

Select test data above 
upper bound 

Select item not in the 
list of expected values 

Valid/Invalid Invalid Invalid Invalid 

sage parameter’s 
datatype and its minIn-
clusive CF 

Operation input mes-
sage parameter’s 
datatype and its maxIn-
clusive CF 

Operation input mes-
sage parameter’s 
datatype and  its enu-
meration CF 

WS Datatype Integer/Date and 
Time/Real 

Integer/Date and 
Time/Real 

All 

WS Test Datatype Same as WS DataType Same as WS DataType Same as WS DataType 
WS test data minInclusive value – 1 maxInclusive value + 1 Random item not in the 

enumeration list with 
same datatype 

Expected output Fault message with 
proper fault string 

Fault message with 
proper fault string 

Fault message with 
proper fault string 

Middleware/Service 
Robustness 

Middleware/Service 
Robustness 

Middleware/Service 
Robustness 

each CF and for each of the datatypes an analysis has been carried out on what 
faults may be caused by violating the datatype’s CFs and also what test data 
should be used to detect these faults. (Table 3 shows only few of these test data for 
space limitation.) 

4.3 Generating Test Data for Complex Datatypes 

Complex datatype consists of a group of Simple and User-derived datatypes. If the 
input parameter to a Web Service is of complex datatype, then for each of the 
Simple and User-derived datatype of its sub-elements, the relevant test data rules 
are chosen as given in Sections 4.1 and 4.2 and then the cross product for the test 
data of each of those parts are computed. 

5 Implementation and Evaluation 

This section firstly describes the tool that implements the automatic test data and 
test cases generation process and then evaluates the efficiency of the proposed ap-
proach of test data and test case generation in Web Services testing. 

assessed 
Quality attribute(s) 

test data is based on 
WSDL Component Operation input mes-
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5.1 Implementation 

A proof of concept tool WSTF (Web Services Testing Framework) has been 
implemented and has the following functionality: 

• Generate test data for a certain Web Service depending on its WSDL only and 
by using the rules described in Section 4. 

• Store the resulted test data in an XML file so that it can be used by any re-
quester or provider regardless of the platform or the middleware being used. 
List 1 shows only part of the test data that was generated using the WSTF tool 
for an input parameter of type integer. 

• Automatically build a requester or client to the Web Service under test using 
the test data XML file generated in the previous step. 

• Generate test cases by using the test data in the XML file to invoke the Web 
Service using the client generated and then store the response together with the 
test data used in a new XML file. List 2 shows a portion of a test cases XML 
file generated for a Web Service operation that accepts two input parameters of 
type integer, the output element represents the response of the Web Service. 
The first test cases send two null value for the Web Service, the second test 
cases send null and random string to the Web Service. 

 
<input_part> 

                    <part_name>first</part_name> 
                    <part_dataType>int</part_dataType> 
                    <testings> 
                        <testing> 
                            <test_datatype>null</test_datatype> 
                            <test_data>null</test_data> 
                            <expected_output>Fault message with proper fault string</expected_output> 
                            <quality_assessed>Middleware/Service robustness</quality_assessed> 
                        </testing> 
                        <testing> 
                            <test_datatype>String</test_datatype> 
                            <test_data>tjjzdim</test_data> 
                            <expected_output>Fault message with proper fault string</expected_output> 
                            <quality_assessed>Middleware/Service robustness</quality_assessed> 
                        </testing> 

 

List 1. An example of a test data for an input parameter of type integer 

5.2 Evaluation 

To evaluate the approach of this chapter, the WSTF tool was used in a series of 
experiments. 
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                    <test_case> 
                    <first>null</first> 
                    <second>null</second> 

                    <output>Fault SOAP message sent with fault string: No such operation 
‘getGreaterNumber’</output> 

                </test_case> 
                <test_case> 
                    <first>tjjzdim</first> 
                    <second>null</second> 

                    <output>Fault SOAP message sent with fault string: org.xml.sax.SAXException:  
Bad types (class java.lang.String -&gt; int)</output> 

                </test_case> 
                 

List 2. Test cases example 

1. Experiments on a Web Service that accepts three integer input values and 
returns a String. The experiment was to assess the robustness against each of the 
following faults (null replacement, String replacement, Real replacement, Date-
Time replacement, Boolean replacement, empty String replacement, and maxi-
mum allowed Integer). The experiments used Axis middleware and Tomcat web 
server. An interesting robustness failure was found in the Axis middleware when 
sending an SOAP message with null value as a parameter. Axis generated a fault 
response message with fault string “No such operation” as can be seen in List 2. 
This is considered a robustness failure because the tool invoked the correct opera-
tion and the fault message should be either “Bad type” or “Null value was sent as 
a parameter” or any other exception handling message that tells the requester of a 
Web Service that null value was sent to an operation inside this Web Service. An-
other interesting result was that Axis generated a fault message for the first pa-
rameter if that parameter was false and ignored the other parameters. For example, 
the second test case in List 2 contains random string for the first parameter and 
null for the second parameter, but Axis did not care for the null and generated a 
fault message because a string was used for the first parameter and not integer as 
expected by the operation. However, Axis was robust for all other faults in our test 
data. 

2. The same experiments in 1 was conducted again, but after modifying the 
types of the input parameters inside WSDL by adding constraints to those parame-
ters in order to apply test data rules for User-derived datatypes. The robustness 
faults that were tested depended on the constraining facet for the input parameter, 
for example, for the minInclusive facet (below lower bound, at lower bound, and 
just above lower bound) and the same for the faults that can be associated with the 
other types of constraining facets (minExclusive, maxInclusive, maxExclusive, 
totoalDigits, fractionDigits, enumeration, pattern, length, maxLength, and 
minLength). Eleven experiments were carried out, one for each constrain. WSTF 
was able to assess how robust the Web Service was and revealed what operations 
inside the Web Service should be modified to handle the invalid input. 
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6 Conclusion and Future Work 

Web Services are considered a new paradigm of building software application that 
depends on the reusability of services that can be integrated with applications us-
ing open standards such as XML and the Internet. Testing Web Services is impor-
tant because it increases the confidence and trustworthiness of the requester and 
the provider of a Web Service. 

This chapter proposed a novel approach of testing the robustness quality at-
tribute of a Web Service that can be easily extended to test other quality attributes. 
This approach is based on analyzing the WSDL document that describes the Web 
Service and then using the description of the input parameter to generate test data 
depending on the expected faults that might be introduced to the Web Service 
based on those parameter datatypes and their constraints. 

Future work is needed in the following directions: 

• Assessing other quality attributes using WSDL, such as the vulnerability to 
wrong input, which is one aspect of security testing. 

• Since testing Web Services is expensive we want to find a way to reduce the 
number of test cases, but without compromising the robustness assessment. 

• Analyzing how other elements of WSDL may affect the robustness quality 
attribute, such as the binding element, for example. 

• Analyzing if there exist other faults that also may affect the robustness quality 
attribute of Web Services. 
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